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DETAILED ACTION 
Claim Rejections - 3S USC ^ 103 

The following is a quotation of 35 USC 10V«^ u . 
. "^^'^^ forms the basis for all 

obv„ rejections set forth in this Off.ce action: 

having ordinC k I r^^^ 1 ? have been obvious at Ae ^^e L '' '''' P"°^ are 

^'^-------un.er35US.C.103(a)asbeingunpatentableover 

Horstmann (6,044,469) in view of the article by M2 Pressw.re ("AMINO 

COM^^CA.ONS:Ammolaunchesmnovat.eapproachtosecur.ngbroa.^^^ 
— cations; Newtechnolog.provi.es.^ 

In reference to claims I and ?o 

software publisher or distributor 

oonr.,„rab,esoftwaresecu.,„ec.„is„C.ie,e,Tbeapp.a.us.isc,ose.^^ 
-perres.a„..,,..„,„._^„„,,^^^^^^^^^^^^^^^^^^^^^^^^ 

pubiisHerMu.„5,i„es..30,T.e....of„„„™a„„aisc,osesap,ura„.ofp,ai„.e« 
d.8..a, co„.e„, rendering modules co^unica.,, coupled with eaob other i„ a hierarchical 

n.an„error™i„,ahierarch,„f™du,esMu™„5,i„es5.5,),w.hselect,veco™bi„a.o„sof 

w.ch,obeselec.ve,.e™p,o.ed,ore„der,herecovered digital co„te„.s„rcorrespo„di„,,pes 
(colu™ « U„es ,0.21), including one of the plain .e« digital content rendering modules 

occupying a root position (pan ,00 Kg. 5, of the hierarchy to exclusively receive the recovered 

digital contents to be rendered of all tvDe<! fmm fh« . 

ea. ail types, from the tamper resistant digital content recovery 

module (column 6 lines 10-26) The sv^t^^m nf h^.o* • . . 

o). he system of Horstman includes one or more storage units to 
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modules (column 6 lines 5- J OV «nH o enaenng 
lines 3 lu;, and a processor couoled with th« 

modules (column 6 lines 6-22). ^ 
Obfuscated manner. 

types (Full Text paragraphs 2-3). 

A. .He ,i™ ..e invention was ™de, , w„„,d tave been obvious .o a person of ordinary 

*",„.ea..orecoverpro.e«eddi,,a,oo„.„,sofvar,ous.,pesi„a„o.fusca.ed.a„„eras 

d.dosed...ea.c,eb.M.Presswirei„.es,s.e.omo..„.a„.o„eofo.i„a.s..,i„.e 
an wouM Have bee„ „o.iva.ed ,o do .hia because combining proven ..bni^es ,„i„i.i.es «re 
nsk ,0 co„,e„. dynan,ically without compromising performance. 



Claims 2-28 and 30-33 are rejected under 35 US.C. .03(a) as be.ng unpatentable 
further in view of Graunke et al (5. 991, 399) 



over 
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e«d.c,o.a3..„.o.c„v.p™ec.ed.s,.Uo„.„.ofva„o..pe.„a„ 
obfiiscated manner. 



ion m 



-U,„ea,e*.„po„.,.^pea„ava,„eor.o„,e..o.„o„.TWo..es.^^^ 
-ve.p..ec.eaa..a,co„.e„.3,„a„o,..,,__,,^^.^.^,^^^^^^^ 

types (Full Text paragraphs 2-3). 

A. ,.e ...e ..e i„ve„.io„ wa. ™ade, I, would ^ave .ee„ ,o a person of o.d,„a^ 

^N,,„.,ea„.o.ecov„p..ecM.,UaUo„,e«sofva.io..,e.„a„o.fl,.eaM„a„„.a. 
disclose. .,.ea„,,,,^p_,^,.^^^^^^^___^^^_^^^^^^^^^^^^ 



an 

content to 
content. 
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•he ™.edia.e d„w.„ea™ .odu,e to the ™deri„, of .he 

Orau.e«o.esa.e^odro.^.Mi.„«„,aco„di.i^ 
-ede„,,o„a.™.es..e.(a..ac0.Xhe..„ofO.a„„.ede..^^^ 

-wo.h,p,aye.,o«wa.e)hefo.ep.ov.,„,.ae.e,wUh.he.e.a..d.e.fo.aooe... 

^.-co„,e„U.,™„3„„e«.ooo,u™M.e...,eoa.e.aU.p.,e...^^^^^^^^^ 
..ep,ayerdoe.„o.have.ea.iU.,.„pe.o™,hec„.„,,,,„„(„,„„„,„„^^^^^ 

A. .he .i^e .he i„ve„.io„ was .ade, i, wo„,d have heen ohv.ous .„ a pe.„„ of o,di„a^ 

s.Un„.hea„.add.eehec.fo.a.™s.ed(.„p.o™.edl„.e«H..)p.,era„d„„.a«ow^^^^ 

tod.ua, oc„,e„.,a.edo„.heveH«oa.io„of«,esoWeMd.e)asl„<l.au„.e..hes.^ 
Of Hors.™a„. 0„e of ordinary in ,he an would have been „o.iva.ed .o do .hi. heoau. .he 

.n.e«.i.,of.Ke.™s,edp,aye.i.eo.e,a.ed.oi.ahi,i.„ope.o™ac,p.o,aph.cope.a.,on 
us.g an asy.„e.nc key pa,, in a banner .ha. is u™pe. resis.a„. .hereby preve„.i„g an 
unencryp.ed copy of digital content .0 be made (absttac.). 
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In reference to claims 18 and 25 Horstmann discloses a software publisher or distributor 
configurable software security mechanism (title). The apparatus disclosed by Hortmann is a 
tamper resistant digital content recovery module wherein the tamper resistance is provided by the 
protection wrapper, which runs code that perft)rms the protection options, selected by the 
publisher (column 5 lines 2-30). The system of Hortmann discloses a plurality of plain text 
digital content rendering modules communicately coupled with each other in a hierarchical 
manner forming a hierarchy of modules (column 5 lines 54-59), with selective combinations of 
which to be.selectively employed to render the recovered digital contents of corresponding types 
(column 6 lines 10-21), including one of the plain text digital content rendering modules 
occupying a root position (part 100 Fig. 5) of the hierarchy to exclusively receive the recovered 
digital contents to be rendered, of aU types, from the tamper resistant digital content recovery 
module (column 6 lines 10-26). The system of Horstman includes one or more, storage units to 
store said tamper resistant module and said plurality of plain text digital content rendering 
modules (column 6 lines 5-10); and a processor coupled with the one or more storage units to 
execute the tamper resistant module and the plurahty of plain text digital content rendering 
modules (column 6 lines 6-22). 

Although Horstman discloses recovering protected digital contents, Horstman does not 
expressly disclose a system to recover protected digital contents of various types in an 
obfuscated manner. 



The article by the M2 Presswire discloses a system that varies the level of encrypt 
real time depending upon the type and value of content or transaction. Therefore the system 



ion m 
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recovers protected digital contents in an obfuscated manner and the digital content is of various 
types (Full Text paragraphs 2-3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to recover protected digital contents of various types in an obfuscated manner as 
disclosed by the article by M2 Presswire in the system of Horstman. One of ordinary skill in the 
art would have been motivated to do this because combining proven techniques minimizes the 
risk to content dynamically without compromising performance. | 

Horstman discloses the tamper resistant digital content recovery module with a root one 
of the plurality of hierarchically organized plain text digital content rendering module; however 
Horstman does not disclose verifying the module has not been compromised. Horstman further 
does not disclose the root verifying an immediate downstream module is uncompromised before 
transferring the first digital content to the immediate downstream module to further the rendering 
of the first digital content. 

Grauke discloses a method for securely distributing a conditional use private key to a 
tnisted entity on a remote system (abstract). The system of Graunke determines if the system is a 
trtist worthy player (software) before providing the user with the key and therefore access to 
digital content (column 3 line 53 to column 4 line 7). In the case that the player is compromised 
the player does not have the ability to perform the cryptographic operation (column 4 lines 7-14). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the check for a trusted (compromised integrity) player and not allow access 
to digital content based on the verification of the software (module) as in Graunke in the system 
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unencrypted copy of digl,a, con,en, ,o be ™de (abstract). 

.n.n,ed,atedow„s,rean, module ,„«.r.ber.ere„deW„gof.e«r«d„-.a,c„„.e.. 

Orau.d.c,o.e3ame.bod for securely d.«bu..gaco„;„„a.,p_ 
2-en.,.o„are.„.esy.em.bs.racO.Xbesy.mofOra„^edeterl^ 

™-o„byp,ayer(software)beforepro.dl„g.euser...be.ya„d.bereforeacce..o 

digital content (column 3 Hn^ ^7 trs ^^i 

n,n 3 ,.„e 53 .0 ool„m„ 4 „„e 7). ,„ .be case fl,at .he player is compromised 
'^ep:ayerdoes„o.bave.eabi,i.y.ope.„rm.becryp.ograpbicope..io„M„m„4,mes7.14, 

-i.n.ea„.add.becbec.r„ra.™s.ed(co.promisedm.egr,.y)p,ayera„d„o..,owaccess 
.o....a,co„.e„. based o„.beverir,ca.o„ofU,eso«.are(module)a.i„Ora„„,ei„.besys.em 
ofHors.maaOneofordinarys.nin.bea.wouldbavebeenmo.iva.ed.odo.bisbecause.be 

.n.e,ri.y„f.be.rus.ed Player ,s correlated .oi.sabi,i.y.ope,formacryp.„grapbicopera.ion 
u.ng an asymmetric key pair in a manner that is tamper resistant .hereby preventing an 
unencrypted copy of digital content .o be made (abstract). 
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In reference to claims 3. 5-7. and 19-20 Horstman discloses the tainper resistant digital 
content recovery module with a root one of the plurality of hierarchically Brganized plain text 
digital content rendering module; however Horstman does not disclose verifying the content 
rendering module. 

Grauke discloses a method for securely distributing a conditional use private key to a 
trusted entity on a remote system (abstract). The system of Graunke determines if the system is a 
trust worthy player (software) before providing the user with the key and therefore access to 
digital content (column 3 line 53 to column 4 line 7). The system of Graunke includes a tamper 
resistant module is equipped to verify the plain text digital contem rendering module (Fig. 2). 
The verification of the module is in response to request from the tamper resistant module 
(column 4 lines 5-7). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the check for a tmsted (compromised integrity) player and not allow access 
to digital content based on the verification of the software (module) as in Graunke in the system 
of Horstman. One of ordinary skill in the art would have been motivated to do this because the 
integrity of the trusted player is correlated to its ability to perform a cryptographic operation 
using an asymmetric key pair in a manner that is tamper resistant thereby preventing an 
unencrypted copy of digital content to be made (abstract). 

In reference to claims 4. 8. 13-15, 21. 26. and 31 Horstman discloses the tamper resistant 
digital content recovery module with a root one of the plurality of hierarchically organized plain 
text dighal content rendering module; however Horstman does not disclose verifying the content 
rendering module. 
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Grauke discloses a method wherein the tamper resistant module is equipped to verify the 
plain text digital content rendering module occupying the root position of the hierarchy by 
verifying a signature of the plain text digital content rendering module occupying the root 
position. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the check for a trusted (compromised integrity) player and not allow access 
to digital content based on the verification of the software (module) as in Graunke in the system 
of Horstman. One of ordinary skill in the art would have been motivated to do this because the 
integrity of the trusted player is correlated to its ability to perform a cryptographic operation 
using an asymmetric key pair in a manner that is tamper resistant thereby preventing an 
unencrypted copy of digital content to be made (abstract). 

In reference to claims 8, 22, and 32, wherein the digital content of various types 
comprises streaming media contents of a plurality of media, and of a plurality of format types. 

The article by the M2 Presswire discloses a system that varies the level of encryprion in 
real time depending upon the type and value of content or transaction. Therefore the system 
recovers protected digital contents in an obfuscated manner and the digita|.ontent is of various 
types (Full Text paragraphs 2-3). The digital content disclosed includes all types of multimedia, 
for data, video , audio, news feeds and web pages (Full Text paragraphs 2). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to recover protected digital contems of various types in an obfuscated manner as 
disclosed by the article by M2 Presswire in the system of Horstman. One of ordinary skill in the 
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art would have been motivated to do this because combining proven techniques minimizes the 
risk to content dynamically without compromising performance. 

In reference to claims 10 and 23 wherein the apparatus is a selected one of a wireless 
mobile phone, a palm sized personal digital assistant, a notebook computer, a set-top box, a 
desktop computer, a single processor server, a multi-processor server, and a cluster of coupled 
systems (column 5 lines 1-7). 

In reference to clams II and 24 wherein a first subset of the plaintext digital content 



rendering modules are member modules of a first application dor|.in, and^l second subset of the 
plain text digital content rendering modules are member modules of a second application 



domain. 



At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to render modules are member modules of a second application domain. One of 
ordinary skill in the art would have been motivated to do this because dividing modules by 
domain is an easy and convenient method of 

In reference to claim 33 wherein the recordable medium is a selected one of a 
magnetically recordable medium and an optically recordable medium. 

In reference to claims 16 and 28 wherein the method further comprises the root one of 
the plurality of hierarchically organized plain text digital content rendering modules requesting 
the tamper resistant digital content recovery module to recover a second protected digital content 
of the same first type; the tamper resistant digital content recovery moduli verifying that said 
one of the plurality of hierarchically organized plain text digital contem rendering modules 



root 
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has not been comprised; the tamper resistant digital content recovery module recovering the 
second protected digital content in an obfuscated manner, and transferring the recovered second 
digital content to said root one of the plurality of hierarchically organized plain text digital 
content rendering modules; and said root one in conjunction with the same first at least one other 
one of said plurality of hierarchically organized digital content rendering modules rendering said 
second digital content, with each of said root and same non-leaf ones, if any, of said first at least 
one other one of said plurality of hierarchically organized digital content rendering modules 
verifying an immediate downstream module is uncompromised before transferring the second 
digital content to the immediate downstream module to further the rendering of the second 
digital content. 

Horstman discloses a system with the root one of the plurality of hierarchically organized 
plain text digital content rendering modules requesting the tamper resistant digital content 
recovery module (Fig. 5). The system is used to recover digital content and therefore recovers a 
second protected digital content of the same first type. The tamper resistant digital content 
recovery module recovering the second protected digital content in an obfuscated manner, and 
transferring the recovered second digital content to said root one of the plurality of hierarchically 
organized plain text digital content rendering modules (column 6 lines 10-22). Wherein the 
protected digital content is transferred to protector, which then njns the code selected using the 
software protection parameters. 

Horstman discloses the tamper resistant digital content recovery module with a root one 
of the plurality of hierarchically organized plain text digital content rendering module; however 
Horstman does not disclose verifying the module has not been compromised. Horstman further 
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does not disclose the root verifying an immediate downstream module is uncompromised before 
transferring the first digital content to the immediate downstream module to further the rendering 
of the first digital content. 

Grauke discloses a method for securely distributing a conditional use private key to a 
trusted entity on a remote system (abstract). The system of Graunke determines if the system is a 
tnist worthy player (software) before providing the user with the key and therefore access to 
digital content (column 3 line 53 to column 4 line 7). In the case that the player is compromised 
the player does not have the ability to perform the cryptographic operation (column 4 lines 7-14). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the check for a trusted (compromised integrity) player and not allow access 
to digital content based on the verification of the software (module) as in Graunke in the system 
of Horstman. One of ordinary skill in the art would have been motivated to do this because the 
integrity of the trusted player is correlated to its ability to perform a cryptographic operation 
using an asymmetric key pair in a manner that is tamper resistant thereby preventing an 
unencrypted copy of digital content to be made (abstract). 

In reference to claims J 7 and 27 wherein the method further comprises the root one of 
the plurality of hierarchically organized plain text digital content rendering modules requesting 
the tamper resistant digital content recovery module to recover a second protected digital content 
of the same first type; the tamper resistant digital content recovery module verifying that said 
root one of the plurality of hierarchically organized plain text digital content rendering modules 
has not been comprised; the tamper resistant digital content recovery module recovering the 
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second protected digital content in an obfuscated manner, and transferring the recovered second 
digital content to said root one of the plurality of hierarchically organized plain text digital 
content rendering modules; and said root one in conjunction with the same first at least one other 
one of said plurality of hierarchically organized digital content rendering modules rendering said 
second digital content, with each of said root and same non-leaf ones, if any, of said first at least 
one other one of said plurality of hierarchically organized digital content rendering modules 
verifying an immediate downstream module is uncompromised before transferring the second 
digital content to the immediate downstream module to further the rendering of the second 
digital content. 

Horstman discloses a system with the root one of the plurality of hierarchically organized 
plain text digital content rendering modules requesting the tamper resistant digital content 
recovery module (Fig. 5). The system is used to recover digital content and therefore recovers a 
second protected digital content of the same first type. The tamper resistant digital content 
recovery module recovering the second protected digital content in an obfijscated manner, and 
transferring the recovered second digital content to said root one of the plurality of hierarchically 

organized plain text digital content rendering modules (column 6 lines 10-22). Wherein the 

I 

protected digital content is transferred to protector, which then runs the cdcle selected using the 
software protection parameters, 

Horstman discloses the tamper resistant digital content recovery module with a root one 
of the plurality of hierarchically organized plain text digital content rendering module; however 
Horstman does not disclose verifying the module has not been compromised. Horstman further 
does not disclose the root verifying an immediate downstream module is uncompromised before 
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transferring the first digital content to the immediate downstream module to further the rendering 
of the first digital content. 

Grauke discloses a method for securely distributing a conditional use private key to a 
trusted entity on a remote system (abstract). The system of Graunke determines if the system is a 
trust worthy player (software) before providing the user with the key and therefore access to 
digital content (column 3 line 53 to column 4 line 7). In the case that the player is compromised 
the player does not have the ability to perform the cryptographic operation (column 4 lines 7-14). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add the check for a trusted (compromised integrity) player and not allow access 
to digital content based on the verification of the software (module) as in Graunke of the root 
module and the leaf modules of the system of Horstman. One of ordinary skill in the art would 
have been motivated to do this because the integrity of the trusted player is correlated to its 
ability to perform a cryptographic operation using an asymmetric key pair in a manner that is 
tamper resistant thereby preventing an unencrypted copy of digital content to be made (abstract). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W, Klimach whose telephone number is (571) 272-3854, 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Pubhc PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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